%8 HACKMANIT

COMPANY
PRESEN TATION

N



https://hackmanit.de/en/

CONTENTS

HACKMANIT

Expertise and Competence

CAPABILITIES
Consulting for Businesses
Full Service
On Demand
Threat Analysis
Penetration Tests

I'T Security Training

COMPANY
References

Latest Published Projects
Relationships

Founders

CONTACT




HACKMANIT

Your Partner and Specialist for IT Security

In a world that is becoming increasingly digital, security is not
a luxury but a necessity. Hackmanit is at the forefront of the
fight against cyber threats, protecting your business from the

dangers of the digital age.

Our mission is to provide the highest level of IT security.
Through advanced technologies, innovative solutions and an

experienced, highly qualified team of experts, we ensure that

your sensitive data and systems are secure. We are your reliable
partner when it comes to protecting web applications, web
services, Single Sign-0On, TLS and various cryptographic

protocols.

Together, we ensure that your company remains secure
—today and in the future in the light of our ongoing

expertise and analysis.
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CONSULTING FOR BUSINESSE

Maximize Your Security Level.

For our comprehensive |T security consulting, our top teams
use, among other things, their close proximity to security re-
search. Through close contact with researchers and experts in
the IT industry, Hackmanit always remains at the cutting edge
of technology. This enables us to protect companies from new

threats with state-of-the-art security solutions.

Our customers benefit from this special expertise, as we can
offer them comprehensive analyses and tailored solutions that
are maximally adapted to the current threats. We provide you
with the best possible advice so that you can optimally protect

your systems against attacks from hackers and cybercriminals.
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Our Possible Combinable Consulting Options

From planning to implementation to live operation—Hackmanit is at
your side every step of the way to protect your systems. Individually,
IN combination, or as a full service, book our |'T security packages

according to your needs.

' Q
Package 01 // Analysis o024
0 1 Threat analysis and selection of security ff<ia
measures ==

O 2 Package 02 // Implementation D °'_°\

Customized recommendations for — E‘ 0
implementation of resilient and robust systems _[}

Package 03 // Production
O 3 Coaching for compliance and adaptation

to fast-moving IT security requirements




CONSULTING FOR BUSINESSES — ON DEMAND

Effective. Flexible. Time-saving.

The First-Class Solution for Your IT Security In
Everyday Project Routine.

Our consulting model is a service available at any time via email

or (video) calls that specializes in supporting companies with their
day-to-day IT security issues. Whether you have urgent security
questions, need professional confirmation for decisions, or require
relevant information on standards and technologies, our team of
experts is at your side. We provide analyses or short studies to help
address your needs. Our team is available to assist you with a wide

range of topics, from security concerns to technology standards.

From medium-sized companies to large corporations and public
sector clients, we can efficiently support you in all IT security
matters. Save yourself and your team valuable time and rely on

the expertise of our T security experts.

Flexibility, Predictability, and Cost Transparency

Our services are billed in 15 minute intervals; that way you have
maximum flexibility. From short security-specific questions via email
to detailed solution approaches in meetings. Utilize your consulting
resources variably and efficiently, according to your needs. Optimize
your cyber security investments by only paying for the advice and

services you actually use.

A Brief Overview of Our Areas of Expertise

// Single Sign-On — SAML, OpenlD Connect, OAuth 2.1, FAPI, Keycloak

// Web Services Solutions — SOAP APIs or REST APIs

// Web Application Implementation — Secure Web Development,
Content Security Policy, XSS Protection, Ul Redressing

// Cryptographic Methods — Cipher Suites, TLS, AES, RSA, DSA

// Data Formats — JSON, XML, X.509, ASN.1, PKCS

// Document Formats — PDF, ODF, OOXML

// Information Rights Management — Microsoft RMS, Azure Rights
Management, Oracle IRM



HREAT ANALYSIS

Before you implement a new application or extend an existing
one, you need to plan the relevant security aspects. We help
yvou identify and evaluate possible threats and take appropriate

measures with a customized threat analysis. This threat analy-

ldentification of Threats

’/ Evaluation of Risks

Implementation of Measures

sis includes the selection of suitable security technologies and
standards. Our individual threat analysis helps you design your

application to be secure from the ground up. A threat analysis

covers three essential steps in planning a secure application:

HACKMANIT
Professionals
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PENETRATION TESTS

Our experts will carry out a comprehensive check of
your |IT system, analyzing every last detall.

A penetration test is an important component of |T security, playing

a crucial role in enhancing the resilience of your |T systems. By con-

ducting a penetration test, we can identify potential vulnerabilities
within your system and provide solutions to address them before

they can be exploited by cybercriminals.

Our team simulates real-world attacks to uncover vulnerabilities
at every level of your system. Following the identification of these
vulnerabilities, we provide detailed recommendations on imple-
menting effective countermeasures. We collaborate closely with

you to ensure optimal improvement of your | T security.

At Hackmanit, our in-depth knowledge is continuously updated

with the latest research, ensuring a comprehensive and profession-

al analysis of your applications. We specialize in both front-end
security (e.g., XSS, clickjacking) and back-end security (e.q.,
TLS, web services, single sign-on) of web applications, offering

verifiable expertise.

Hackmanit also develops a number of unique open source tools

for security analysis in various areas.

Penetration Testing Tools — Visit our website for more details >>

// Template Injection Analyzer (TInjA)

// Web Cache Vulnerability Scanner (WCVS)

/[ WS-Attacker

// TLS-Attacker

// EsPReSSO (Single Sign-On Extension for Burp Suite)
// Metadata-Attacker


https://hackmanit.de/en/penetrationtests/penetration-testing-tools-en

PENETRATION TEST OVERVIEW

KICK-OFF SECURITY ANALYSIS REPORT
Consulting meeting, In-depth analysis of the relevent systems, Explanation of the vulnerabilities,

Definition of the general conditions Identification of vulnerabilities Description of countermeasures

PROCESS OF YOUR PENE

PREVENTION FOLLOW-UP MEETING RETEST BUGFIXING
Future measures, Future-oriented measures for your Analysis of the You fix the identified
updated systems vulnerabilties

Training application and employees

Trusted by numerous customers, including SMEs and DAX companies, Hackmanit delivers high-quality penetration tests that fortify application
security and mitigate the long-term impact of hacker attacks. Trust Hackmanit for robust and extensive penetration testing to shield your digital

assets.



Our Training Portfolio >> (Course titles are linked)

SINGLE SIGN-ON

: : SSO 1 - Introduction to Single Sign-On: OAuth and OpenID Connect >>
Latest Science Meets Industry Practice =hs P

SSO 2 - Single Sign-On Security: OAuth and OpenlD Connect >>
Our IT security training courses offer you a high-quality mix SSO 3 — OAuth 2.1 and OpenID Connect — Master Class >>

of scientifically based content and practical, proven know-how. SSO S - Single Sign-On Security: SAML >>

Hackmanit training courses are appreciated by participants

and companies from various industries, be it in the automotive TRANSPORT LAYER SECURITY
industry, finance, critical infrastructures, public institutions, TLS 1 - Introduction to TLS >>
software development, and many more. TLS 2 — TLS Security >>

TLS 3 — Deep Dive into TLS Attacks >>

We are not only experts in our fields, but also dedicated and

o _ WEB SECURITY
enthusiastic mentors who pass on their knowledge and ex-

. . o _ _ _ WEB 1 — Secure Web Development >>
pertise to train other specialists. Our premium |T security train-

. . . - WEB 2 — Web Service Security >>
iNng courses are designed to develop you into an indispensable

security expert in your field. MORE IT SECURITY TRAINING COURSES

ITS 1 — Complete Introduction to Cryptography and IT Security(1.1+1.2) >>
ITS 1.1 — Introduction to Cryptography >>
ITS 1.2 — Introduction to IT Security >>

ITS 2 — Customized Introduction Training — Wide variety of Topics >>


https://hackmanit.de/en/training/portfolio/140-introduction-to-single-sign-on-oauth-and-openid-connect/
https://hackmanit.de/en/training/oauth-and-oidc/
https://hackmanit.de/en/training/portfolio/173-oauth-2-1-and-openid-connect-master-class/
https://hackmanit.de/en/training/saml/
https://hackmanit.de/en/training/portfolio/160-introduction-to-tls/
https://hackmanit.de/en/training/tls-security/
https://hackmanit.de/en/training/tls-attacks/
https://hackmanit.de/en/training/secure-web-development/
https://hackmanit.de/en/training/web-service/
https://hackmanit.de/en/training/complete-introduction-cryptography-it-security/
https://hackmanit.de/en/training/introduction-to-cryptography/
https://hackmanit.de/en/training/introduction-to-it-security/
https://hackmanit.de/en/training/introductions/
https://hackmanit.de/en/training/portfolio/

REVIEWS OF PARTICIPANTS

SSO 2 // Good combination between lectures and practical tasks

performed both alone, with support and live by the lecturers.

SSO 2 // The topic was well dealt with, and | was able to evaluate
afterwards what is still missing in our app to make it secure.

Great training!

SSO 2 // Sympathetic lecturers, impeccably presented and
explained. Very knowledgeable in the subject. Especially good

[...] was that suggestions were actively addressed. ...

WEB 1 // Top speaker, insanely competent, humorous and

an exciting way of lecturing. Best training so far!

WEB 1 // Authentic, credible, of high quality, professionally

outstanding.

WEB 1 // Professional quality: seemed very competent.

Didactic quality: exciting and not boring.

TLS 2 // Very good insight into historical and current TLS

versions.

TLS 2 // Pleasant number of participants and atmosphere,
so questions could be answered quickly. The instructor was

very helpful and provided active support.

TLS 2 // Juraj’s professional qualities are undisputedly

outstanding.
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Trust and Integrity

In the world of IT security, trust and integrity are absolutely
crucial and fors the foundation for successful business

relationships.

We know that you are looking for solid references to get an
overview before making important decisions. For confidenti-
ality reasons, we only list publicly known customers and part-
ners. A selection of penetration test reports and security anal-
yses approved for publication by our clients can be found on

our website or directly available for download here.

WAY F F

Where are you from

WAY F F

Where are you from

Penetration Test Report - WAYF
SSH-Certificate-Authority (with Security Analysis)

Penetration Test Report - WAYF
WAYF ldentity Provider (SAML and OpenID Connect)

Penetration Test Report — SURF

Java-based SAML IdP library “openconext-saml-java”

Penetration Test Report — KeeWeb

JavaScript-based password manager KeeWeb

Penetration Test Report -
DENIC Member Login
DENIC ID Relying Party — Member Login

Penetration Test Report — DENIC ID
DNS-based single sign-on solution “DENIC ID”

DOWNLOAD // PDF

DOWNLOAD // PDF

DOWNLOAD // PDF

DOWNLOAD // PDF

DOWNLOAD // PDF

DOWNLOAD // PDF
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https://hackmanit.de/images/download/Penetration-Test-Report-WAYF-Identity-Provider-SAML-and-OpenID-Connect-by-Hackmanit.pdf
https://hackmanit.de/images/download/Penetration-Test-Report-WAYF-Identity-Provider-SAML-and-OpenID-Connect-by-Hackmanit.pdf
https://hackmanit.de/images/download/Penetration-Test-Report-DENIC-ID-Login-Relying-Party-by-Hackmanit.pdf
https://hackmanit.de/images/download/Penetration-Test-Report-DENIC-ID-Login-Relying-Party-by-Hackmanit.pdf
https://hackmanit.de/images/download/Penetration-Test-Report-WAYF-Identity-Provider-SAML-and-OpenID-Connect-by-Hackmanit.pdf
https://hackmanit.de/images/download/Penetration-Test-Report-WAYF-SSH-Certificate-Authority-by-Hackmanit.pdf
https://hackmanit.de/images/download/Penetration-Test-Report-DENIC-ID-Login-Relying-Party-by-Hackmanit.pdf
https://hackmanit.de/images/download/Penetration-Test-Report-DENIC-ID-by-Hackmanit.pdf
https://hackmanit.de/images/download/Penetration-Test-Report-DENIC-ID-by-Hackmanit.pdf
https://hackmanit.de/images/download/Penetration-Test-Report-KeeWeb-by-Hackmanit.pdf
https://hackmanit.de/images/download/Penetration-Test-Report-KeeWeb-by-Hackmanit.pdf
https://hackmanit.de/images/download/Penetration-Test-Report-SURF-openconext-saml-java-by-Hackmanit.pdf
https://hackmanit.de/images/download/Penetration-Test-Report-SURF-openconext-saml-java-by-Hackmanit.pdf

4
D€ CIX

"When implementing our new authentication workflows based on Keycloak,

we at DE-CIX — the world’s leading Internet Exchange (IX) operator — were
pleased to rely on Hackmanit’s leading expertise to conduct penetration
tests, confirming the robustness of our implementation. We sincerely thank the

entire Hackmanit team for their expert guidance and for once again being an

outstanding partner in developing secure solutions for our customers."

Marcos Sanz Grosson // Head of Global Software, DE-CIX

"Thank you for performing an excellent audit. The proposed patches and im-
provements made our application secure and we feel much more comfortable

deploying our code to serve our customers.™

Joost van Dijk // SURF

22 LUXHUB

"As the 2nd biggest Open Banking hub in Europe, web and API security is
paramount for us in LUXHUB, as well as for our customers. Being a regulated
payment institution only contributes with additional regulatory requirements.
Relying on Hackmanit for penetration testing allowed us to address growing
complexity of authorization flows and increased security concerns in the con-

text of Open Banking and PSD2. This has led to faster delivery of better, more

secured APIls and websites that address the evolving needs of our customers.™

Radu Popa // Former CTO, LUXHUB

KeeWeb

"The reports you sent were very easy to follow and understand, and all the

vulnerabilities and recommendations make a lot of sense. Apart from this, I'm
surprised how fast you replied to my additional questions, did the retesting and

prepared the final version of the report!"

Dimitri Witkowski // KeeWeb


https://www.luxhub.com/
https://www.de-cix.net/
https://www.surf.nl/en
https://www.keeweb.info/

LATEST PROJECTS

=aKoTeBi

Kombinatorisches Testen von TLS-Bibliotheken

With funding from the:

of Research, Technology

A4 | Federal Ministry
and Space

The goal of the project "Combinatorial testing of TLS libraries

at all levels "(KoTeBi) is to identify and avoid vulnerabilities and
compatibility problems during programming. To achieve this,

the researchers will develop a system that enables end-to-end
testing of program libraries, which implement specific protocols.
To this end, the project participants are researching methods for
the automated detection of security vulnerabilities, which result
INn particular from the combination of protocol versions and their
sub-steps. The goal is to enable software developers to test their
own implementations with the tool so that security is already

ensured during the development process.

More information and details >> www.kotebi.de

From Sign-Up to Multi-Million Revenues: A Deep Dive into Vendors on
Darknet Marketplaces;

// 14th International Workshop on Cyber Crime (ARES IWCC 2025)
// Julia Kramer, Anne Streicher, Marcus Niemietz — Springer

Security Implications of Malicious G-Codes in 3D Printing;
// 34th USENIX Security Symposium — Link | PDF
// ). Rossel, V. Mladenov, N. Woérdenweber, J. Somorovsky

I(ra)nconsistencies: Novel Insights into Iran’s Censorship;
// Proceedings on Privacy Enhancing Technologies — Link | PDF
// F. Lange, N. Niere, J. von Niessen, D. Suermann, N. Heitmann, J. Somorovsky

Encrypted Client Hello (ECH) in Censorship Circumvention;
// The 25th Privacy Enhancing Technologies Symposium — Link | PDF
// Niklas Niere, Felix Lange, Nico Heitmann, Juraj Somorovsky

Transport Layer Obscurity: Circumventing SNI Censorship on the TLS-Layer;
// 46th IEEE Symposium on Security and Privacy — Link | PDF
// N. Niere, F. Lange, R. Merget, J. Somorovsky

»,Only as Strong as the Weakest Link“: On the Security of Brokered Single
Sign-0On on the Web;

// In IEEE Symposium on Security and Privacy (S&P) — Link

// Tommaso Innocenti, Louis Jannett, Christian Mainka, Vladislav Mladenov,
and Engin Kirda

More scientific publications by Hackmanit >>
14


https://www.kotebi.de/en/
https://www.kotebi.de/en/
https://www.usenix.org/conference/usenixsecurity25/presentation/rossel
https://ris.uni-paderborn.de/download/58657/58660/Security_Analysis_of_G_Codes.pdf
https://ieeexplore.ieee.org/document/11023326
https://www.petsymposium.org/foci/2025/foci-2025-0002.pdf
https://www.petsymposium.org/
https://www.petsymposium.org/foci/2025/foci-2025-0016.pdf
https://ieeexplore.ieee.org/document/11023326
https://ris.uni-paderborn.de/download/59824/59826/TLS_Obscurity.pdf
https://www.computer.org/csdl/proceedings-article/sp/2025/223600a024/21B7Qfd8kiA
https://hackmanit.de/en/references

Discover RuhrSec —
The IT Security Conference in NRW

Organized by Hackmanit, RuhrSec is a premier event for [T
security professionals, researchers, and enthusiasts to explore
the latest in IT security. Attendees will gain insights into current
trends, threats, and technologies in presentations on modern

security practices, vulnerability research, and defense strategies.

Benefit from knowledge exchange with leading experts and
make valuable contacts with like-minded people. RuhrSec is
your chance to exchange views on the latest challenges and
solutions in the field of IT security and to expand your expertise

INn particular.

For more details on the program, speakers, and registration, visit
www.ruhrsec.de or our RuhrSec channels m D



https://www.linkedin.com/showcase/ruhrsec
https://x.com/ruhrsec
https://www.youtube.com/channel/UCG1HuJcwjA0Cp7a2-iGfWug
http://www.ruhrsec.de
http://www.ruhrsec.de

Prof. Dr. Jorg Schwenk, a leading expert in cryptography and |T
security for over 20 years, heads the Chair of Network and Data
Security at Ruhr University Bochum and has authored numerous

publications and around 60 patents.

Prof. Dr. Marcus Niemietz, co-founder of Hackmanit and Head
of Web Security, is an experienced penetration tester and web
security trainer who has spoken at international conferences

and published books.

Prof. Dr. Christian Mainka, is co-founder of Hackmanit and has
been working on web and data security issues. He has been a
researcher at the University of Wuppertal and heads the chair

“Robust, Secure and Privacy-Preserving Smart Systems’”.

Prof. Dr. Juraj Somorovsky, System Security Professor at

the Paderborn University, has earned a name for himself with
XML security and TLS attacks such as DROWN and ROBOT
and combines his scientific expertise with practical penetration

testing experience.

Prof. Dr. Jorg Schwenk
Chairmen/CEO

Prof. Dr. Christian Mainka
CEQO | Department Single Sign-On

Prof. Dr. Marcus Niemietz
CEO | Department Web

Prof. Dr. Juraj Somorovsky
CEO | Department Cryptography

16



%8 HACKMANIT

We are looking forward to helping you.

CONTACT

Hackmanit GmbH
Universitatsstralte 60 (Exzenterhaus)
44789 Bochum, Germany

Phone: +49 (0)234 / 54459996
Fax:  +49 (0)234 /54427593

E-Mail: maill@hackmanit.de

www.hackmanit.de | IT Security Consulting | IT Security Training | Penetration Tests m D


https://hackmanit.de/en/
https://www.linkedin.com/company/hackmanit
https://x.com/hackmanit
https://www.xing.com/companies/hackmanitgmbh
https://www.youtube.com/channel/UCG1HuJcwjA0Cp7a2-iGfWug
https://hackmanit.de/en/

